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Maltego Custom 
Training
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Join one of our Maltego Expert Trainers to learn 
how to get the most out of your Maltego tools.

Custom Training is delivered exclusively to your 
team. Learn when it is convenient for you, request 
custom demonstrations, and have your questions 
answered immediately.

Custom Training

All Maltego Academy Custom Training is 

optimized to be delivered remotely to 

distributed teams all over the world.

On-site training is available upon request, 
subject to availability and region. Additional 
charges apply. The dates of the on-site 
training need to be confirmed at least one 
month before the expected delivery of the 
training.

• Schedule training at the time that works 

best for your team

• Request custom demonstrations based 

on your most common investigations

• One-on-one time with a Maltego Expert 

Trainer to answer all of your questions

• Hands-on, guided labs to reinforce 

concepts and foster understanding

BENEFITS OF 

CUSTOM TRAINING

REMOTE-FIRST 

TRAINING



Custom Training
Live, tailored training to get your team using Maltego quickly, efficiently, and effectively

Maltego Evidence
Training

Maltego Monitor 
Training

Maltego Developer 
Training: Level 1

Social Media 
Investigations

Cyber Threat 
Intelligence 
Investigations

Corporate
Investigations

Maltego Graph 
Investigator Training 
(Part 1)

Maltego Graph 
Investigator Training 
(Part 2)

Maltego Graph 
Automations and 
Collaboration

Training Modules – 3 hours each
• Included in the Organization plan

• Year 1: 3 modules
• Year 2+: 1 modules

*Maltego Graph Investigator Training will be tailored either for Cybercrime or Cybersecurity 
use cases. Parts 1 and 2 not available separately.
**Maltego Search Training included in Maltego Graph Investigator Training



This full-day course will teach you everything that 
you need to know to start incorporating Maltego 
into your investigations immediately.

Our Subject Matter Experts will guide you through 
scenario-based investigations that mimic the 
daily work of cybercrime investigators.

By the end of this course:
• You will have Maltego installed and configured 

for your specific use-case
• You will understand the key concepts and 

terms related to Maltego
• You will know which data integrations are 

valuable for your investigations
• You will be able to conduct meaningful 

investigations using Maltego

One 6-hour session or two 3-hour sessions

Investigator Training for Government

Agenda

• Getting started with Maltego
▪ Installation (if needed)
▪ Your first search
▪ Introduction to Data Integrations

• Investigation Basics
▪ Using Breach Data
▪ Pivoting between Data Sources

• Dorking with Maltego
▪ Using Maltego Standard 

Transforms
▪ Creating Manual Links

• Advanced Investigations and 
Functions

▪ Link Analysis Techniques
▪ Organization and Annotation

• Importing and Exporting Data
▪ Tables and Reports

• Practical Lab
▪ Investigate a real-world online 

fake business scam



This full-day course will teach you everything that 
you need to know to start incorporating Maltego 
into your investigations immediately.

Our Subject Matter Experts will guide you through 
scenario-based investigations that mimic the 
daily work of cybersecurity investigators.

By the end of this course:
• You will have Maltego installed and configured 

for your specific use-case
• You will understand the key concepts and 

terms related to Maltego
• You will know which data integrations are 

valuable for your investigations
• You will be able to conduct meaningful 

investigations using Maltego

One 6-hour session or two 3-hour sessions

Investigator Training for Cybersecurity

Agenda

• Getting started with Maltego
▪ Installation (if needed)
▪ Your first search
▪ Introduction to Data Integrations

• Investigation Basics
▪ Domains and Hashes
▪ Pivoting between Data Sources

• Advanced Investigations 
and Functions

▪ Standard Data Extraction
▪ Selection and View Features

• Network Footprinting
▪ L1 Footprinting
▪ Automation with Machines

• Importing and Exporting Data
▪ Tables and Reports

• Practical Lab
▪ Investigate a real-world online 

fake business scam



This 3-hour course will enable you to empower 
your analyst teams by unlocking the full potential 
of integrating your data and customizations 
available in Maltego.

Learn to model your data to answer your analyst 
team’s questions. Integrate your existing internal 
database into Maltego by developing custom 
Entities and Transforms.

By the end of this course:
• You will be able to model objects and 

relationships in your dataset and map them 
onto Maltego Entities and Transforms

• You will Evaluate and choose which Maltego 
Entities to use and what custom entities to 
create

• You will Design and develop at least one 
Custom Entity and Transform

Data Modeling, Connectors, and Custom Entities and Transforms

Developer Training: Level 1

Agenda

• Section 1
▪ Maltego Introduction
▪ Case Study Introduction
▪ Data Modeling and Design
▪ Database Connectors
▪ Custom Entities

• Demonstration
• Lab

• Section 2
▪ Defining Entities in Python
▪ Custom Transforms

• Maltego Architecture
• Demonstration
• Lab
• Adapting for TDS

• Section 3
▪ Possibilities for Developers
▪ Feedback Form
▪ Q&A



Investigation Deep Dives

Learn how to harness the 
power of social media, 

data breaches, and 
personally identifiable 
information to uncover 

hidden connections.

Test your skills while 
investigating real-world 

profiles, businesses, and 
platforms.

Social Media 
Investigations

Leverage the power of 
threat intelligence feeds to 

identify IoCs, possible 
network communication, 
and threat actor groups 
responsible for attacks.

Investigate well-known 
threat actor groups and 
malware using the most 
powerful data available.

CTI 
Investigations

Uncover connections and 
relationships between 

businesses, organizations, 
shareholders, and 

employees while also 
monitoring sanctions.

Explore the links that 
connect various 

organizations and 
associated individuals.

Corporate 
Investigations

Move past the basics to 
dive deep into the most 
actionable investigative 
tools and techniques used 
in your most common 
investigations.

What to expect:
• Common workflows and 

attack surfaces
• Data sources and 

integrations
• Step-by-step use case 

demonstrations
• Practical labs



This half-day course will teach you all about 
automating your investigations and collaborating 
with your team while using Maltego.

Invest time in building your custom Maltego 
Machines and save even more time while running 
your most common investigations.

By the end of this course:
• You will be able to set up a collaboration 

session to work simultaneously with your 
colleagues on a shared graph

• You will build and run Maltego Machines that 
execute Transforms based on preconfigured 
workflows

One 3-hour Session

Automations and Collaboration

Agenda

• Collaborating within teams

• Passive collab- File sharing

• Active collab- Collaboration 

servers

• Set up and configurations

• Running your first collaboration 

graph

• Automating workflows

• Introduction to Machines

• Types of machines

• Setting up your first machine

• Customizing automations

• Parameters and Type Selection

• Preselected and User-driven filters

• Operations on entities- bookmarks 

etc.


	Slide 1: Maltego Custom Training
	Slide 2: Custom Training
	Slide 3: Custom Training
	Slide 4: Investigator Training for Government
	Slide 5: Investigator Training for Cybersecurity
	Slide 6: Developer Training: Level 1
	Slide 7: Investigation Deep Dives
	Slide 8: Automations and Collaboration

