%> feedly Threat Intelligence

Vulnerability Dashboard [ » oo |

Last 24 hours

/' Trending

+ AND

Get a real-time in-depth view of —
new and trending CVEs with the

Vulnerability Dashboard 8 -
'

Discover trending, weaponized, and exploited vulnerabilities B ™ " byt gt o

182 124 124

with links to threat actors and malware Vulnerabilties

CVSS SCORE VENDORS EXPLOIT

CVE-2023-3824
In PHP

VMWare
Microsoft

CVSS 7.5 Redhat




Discovering and researching vulnerabilities B'
Is a very complex and timely process due to [/
the large volume and available technologies

n TrueBot
with new

. . . . . : T Lace Tempest hackers behind
Director of information Security, Financial Institution el ETe OIS

Proof of Exploit



Vulnerability Dashboard

Filters

= Last 24 hours

~7 Trending

-+ AND

Total vulnerabilities Weaponized vulnerabilities Exploited vulnerabilities

182 124 124

Discover new and trending CVEs
with the Vulnerability Dashboard

In-depth real-time CVE table

Custom|zab|e tO your mtelhgence needs Most affected vendors and products See Attribution of exploits

Key overview metrics . I .

PDF Export

I

® Apple 2 ® Microsoft 18 ® Oracle @ Linux ® APT21 2 ® Lazarus Group 1¢ ® Sea Turtle
IBM 8 Other 2t ® APT35 12 Inception Framework 10 Other

Vulnerabilities SHOW/HIDE COLUMNS

CVSS SCORE = VENDORS EXPLOIT

CVE-2023-3824
. (cvssos) 02/19/2024

(cvss96) VMWare

CVE-2024-21410




In-depth real-time CVE table

Get an in-depth view of new and trending CVEs. Extracted and enriched by Feedly Al in real-time.

Vulnerabilities SHOW/HIDE COLUMNS

SHOWN

CVSS SCORE VENDORS
CVEID

CVE-2022-21874 ,"\'\‘ ;2 CVSS

Windows Security Center APl Remote Code CVSS 10 Microsoft
Execution Vulnerability.

_ Vendors
14 articles

Trend
CVE-2022-21874

DirectX Graphics Kernel Remote Code CVSS 9.8 lj\.\‘_____

Exploit

Execution Vulnerability. This CVE ID is 14 articles :: Mal
unique from CVE-2022-21912. AR - alware

HIDDEN

CVE-2022-21874 ,]\\‘ . GCISAKEV
Windows Security Center APl Remote Code CVSS 9.7 ——— 1 -

Execution Vulnerability. 14 articles

g 0

Threat Actors

17

CVE-2022-21874 r’\\‘ ::  Published Date

Windows Security Center APl Remote Code CVSS 6.3 Microsoft
Execution Vulnerability. 14 articles

EPSS

7



Vulnerability Dashboard & exvon |

Filters

= Last 24 hours

AND

~7 Trending < -+ OR

Customizable to your specific
vulnerability intelligence needs

+ AND { ‘ |

Save searches to ensure quick access to the latest % Weaponized
upda’[eS and ContinUOUS monitoring Total vulnerabilit Y CISA KEV abilities Exploited vulnerabilities

~ Latest vulnerabilities detected
"~ by scanners

182 124
Most affected vel ) CVE IDs Attribution of exploits
— Threat Actors
=<t Malware Families ‘
7 Vendors "
% CVSS

CVSS Estimate

-] Attack Vector ® APT 21 32% @ Lazarus Group 32% @ Sea Turtle 32
A APT35 32 Inception Framework 329 @ Other 3!




Total vulnerabilities Weaponized vulnerabilities Exploited vulnerabilities

182 124 124

Most affected vendors and products See more Attribution of exploits See more

Gain a real-time overview of
the vulnerability landscape

Discover the most vulnerable vendors

Apple

Links to threat actors and malware

Beta

THREAT ACTOR FROM NORTH KOREA B

Lazarus Group

17 mentions in the last 2 weeks

il

3K articles in the last 12 months

EXPLOIT TRENDS

CVE-2024-23224
CVSsS 5.5 - Patched

CVE-2024-23223
CVss 6.2 - Patched

(© Using open-source data collected by Feedly Al

CVE-2024-23222
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Overview
Since 2009, HIDDEN COBRA actors have leveraged their capabilities to target and compromise a range of victims;
some intrusions have resulted in the exfiltration of data while others have been disruptive in nature. Commercial
reporting has referred to this activity as Lazarus Group and Guardians of Peace. Tools and capabilities used by
HIDDEN COBRA actors include DDoS botnets, keyloggers, remote ac... See More
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